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Detecting insurance fraud is one of the most important problems for the insurance
industry. While several methods have been proposed, no method provides provably valid
predictions. Based on a general machine learning strategy, we propose a new method for
detecting insurance fraud that guarantees finite-sample validity. The proposed method is
distribution-free, tuning-parameter-free, and applicable to both continuous and
categorical features. It can also be used to detect other types of fraud such as credit card

fraud.
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1. INTRODUCTION

Ever since insurance became a commercial product, insur-
ance fraud has been wreaking havoc on the insurance in-
dustry. Insurance fraud has become a major problem in the
US since the last century (e.g., Derrig 2002). At the time of
writing, Coalition Against Insurance Fraud estimates that
insurance fraud costs Americans $308.6 billion each year
(CAIF 2025). Since honest policyholders will ultimately foot
the bill, this means hundreds of dollars in premium in-
crease for an average American family. Therefore, detecting
insurance fraud is one of the most important problems for
the insurance industry.

While different insurers have different fraud-detecting
systems, the general process can be described as follows.
When a new claim arrives, it will first go through an initial
screening process, which is often an automated system
based on a statistical or machine learning method. If a
claim is flagged, it will be singled out for further investiga-
tion; otherwise, it will be paid immediately. The process of
evaluating a potentially fraudulent claim can be both com-
plicated and costly. It often involves many human compo-
nents, such as adjusters, special investigators, prosecutors,
lawyers, and judges; see Derrig (2002) for a detailed review.

A fraud detection procedure should have two key ele-
ments. On the one hand, the insurer faces a large number of
claims every year; it is practically impossible to investigate
every incoming claim. However, when a fraudulent claim
passes the initial screening (i.e., a false negative case), it
will be paid as a valid claim. Therefore, it is critical that the
initial screening should detect as many fraudulent claims as

possible. On the other hand, if a valid claim is mistakenly
flagged during the initial screening (i.e., a false positive
case), the insurer will waste resources investigating it.
Hence, the insurer wants to have as few false positive cases
as possible. Taking these two aspects into consideration,
we see that controlling the probability of prediction error is
crucial in fraud detection.

Researchers have been investigating the problem of in-
surance fraud detection for decades, and several statistical
methods have been proposed; see Ai et al. (2009), Ai,
Brockett, and Golden (2013), Brockett and Derrig (2002),
Frees, Derrig, and Meyers (2014), Gomes, Jin, and Yang
(2021), Tumminello et al. (2023), and references therein.
In particular, Ai et al. (2009) and Ai, Brockett, and Golden
(2013) developed a method based on ridit analysis—a sta-
tistical method for assigning numerical scores to categor-
ical data. The key advantage of this method is that it has
rigorous theoretical support (Brockett and Levine 1977;
Brockett 1981). Recently, Gomes, Jin, and Yang (2021) pro-
posed a method based on autoencoders and variational au-
toencoders—two deep-learning models. Their method is
applicable to a wider range of situations than the method
developed in Ai et al. (2009) and Ai, Brockett, and Golden
(2013), but the theoretical foundations for these methods
are yet to be established. Similar to Gomes, Jin, and Yang
(2021), Tumminello et al. (2023) also adapted a machine
learning method to detect insurance fraud, but their
method is mostly applicable to auto insurance only.

When it comes to insurance fraud detection, a machine
learning method leaves at least two things to be desired.
First, a machine learning method often has some tuning
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parameters, and its performance depends on them. In prac-
tice, the actuary cannot know the value of a tuning parame-
ter needed for an automated fraud-detecting mechanism to
achieve a given error rate. Second, most machine learning
methods for insurance fraud detection do not have theoret-
ical guarantees. An ideal fraud-detecting method should al-
low the insurer to control the probability of prediction er-
ror at a predetermined level each time the insurer makes
a prediction. However, it has been proved that no method
can ever achieve this goal (e.g., Lemma 1 of Lei and Wasser-
man (2014) and Theorem 2 of Hong (2023)). Therefore, we
seek an attainable goal that is still very desirable: to find a
fraud-detection method that allows the insurer to control
the coverage probability of prediction at a preassigned level
(see Section 2 for a detailed discussion on the difference be-
tween these two goals).

To our knowledge, no extant fraud-detecting methods
provide the insurer with such an option. In addition, an
ideal fraud-detecting method should have a provable guar-
antee of this desirable property. The purpose of this article
is to propose a method for detecting insurance fraud that
guarantees finite-sample validity. The proposed method is
based on conformal prediction—a general machine learning
strategy. For a general discussion of conformal prediction,
see Shafer and Vovk (2008) and Vovk, Gammerman, and
Shafer (2005); for applications of conformal prediction to
insurance, see Hong and Martin (2021) and Hong (2023).
Our method has several desirable properties: (1) it is distri-
bution-free, (2) it has no tuning parameter, (3) it guaran-
tees finite-sample validity, (4) it is applicable regardless of
whether the features are continuous or categorical, and (5)
it can be used to detect types of fraud other than insurance
fraud.

An automated fraud-detecting system based on a statis-
tical or machine learning method only serves as an initial
screening mechanism for the insurer. Such a system might
face several challenges. First, real insurance fraud data can
be highly imbalanced. As a result, the performance of an
automated fraud-detecting system can be unreliable. More-
over, the nature of fraud varies from case to case. For exam-
ple, a medical claim of a skiing accident in Texas in August
would be a glaring red flag. However, imagine the following
situation: a family physician claims several charges for a
patient’s visit and one of the charges is fraudulent while all
the others are legitimate. In such a case, the fraud is so sub-
tle that even an excellent automated fraud-detecting sys-
tem may not be able to detect it, because this type of fraud
may not have a numerical threshold. Finally, fraudsters
keep changing their tricks based on the latest fraud-detect-
ing procedures of the insurer. Therefore, the random fea-
tures of the insurance fraud data might change over a short
period, rendering some existing fraud-detecting methods
useless. The proposed method generally overcomes the first
and third challenges. However, like other fraud-detecting
methods, the proposed method may not be able to detect
the aforementioned type of subtle fraud.

The remainder of the paper proceeds as follows. Section
2 provides readers with necessary background by giving a
high-level overview of conformal prediction. Section 3 de-

tails the proposed method for detecting insurance fraud
based on conformal prediction. Section 4 gives several nu-
merical examples to show the excellent performance of the
proposed method. Finally, Section 5 concludes the paper
with some remarks.

2. CONFORMAL PREDICTION

Conformal prediction is a general machine learning ap-
proach for guaranteeing provably valid predictions; see
Shafer and Vovk (2008) for a review and Vovk, Gammerman,
and Shafer (2005) for a monograph treatment. There are
two versions: an unsupervised version and a supervised
version. For the insurance applications of the unsupervised
version, we refer to Hong and Martin (2021) and Hong
(2023). Because the problem of detecting insurance fraud is
a supervised learning problem, we will focus on the super-
vised version. To this end, we assume data take the form
of exchangeable pairs Z; = (X,;,Y;), for i =1,...
where X; € R? is a vector of features and Y; is the corre-
sponding label. Our goal is to predict the next label Y,,,; at
a randomly sampled feature X, 1, based on observed data
Zn={Z1,...,Zn}.

Conformal prediction starts with a deterministic map-
ping M (B, z) of two arguments, where the first argument B
is a bag, i.e., a collection, of observed data, and the second
argument y is a provisional value of a future observation to
be predicted based on the data in B. M (B, z) measures the
degree of nonconformity of the provisional value z with the
data in B. That is, when the provisional value z is square
with the data in B, M(B, z) will be relatively small; other-
wise, it will be relatively large. Therefore, we call M (B, z) a
nonconformity measure. For example, if z is real-valued and
B ={z,..., 2.}, then we can take M (B, z) = |mp(z) — 2|,
where 7hp(-) of the conditional mean function,
E(Y | X =), based on the bag B. The choice of noncon-
formity measure is not unique and is at the discretion of
the actuary—in general, according to the problem at hand.
Once a nonconformity measure is specified, the actuary im-
plements the conformal prediction algorithm—Algorithm
1— to predict the value of the next label Y;,,; at a randomly
sampled feature X, ;1.

In Algorithm 1, 14 denotes the indicator function of
an event A. The quantity p;(z), called the i-th nonconfor-
mity score, assigns a numerical value to z; to show how
much z; agrees with the data in the augmented bag
B = 2"U{z,11}\{z:}, where z; itself is excluded to avoid
biases as in leave-one-out cross-validation. The function
pl.»(2), termed the plausibility function, summarizes these
nonconformity scores and outputs a value between 0 and 1
to indicate how plausible z is as a value of Z,,; based on
the available data Z™ = 2". Based on the plausibility func-
tion output, the actuary can construct a 100(1 — a)% con-
formal prediction band

Ca(z;2") ={y : plzn(z,y) > o}, (1)
where a € (0,1). Moreover, we have the following theorem:

Theorem 1. If P denotes the distribution of an exchange-
able sequence Z,, Z,, . .., then write P! for the correspond-
ing joint distribution of Z"*' ={Z,...,Zn,Zn11}. For
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Initialize: data 2" = {2,
for each possible y value do

Define p; = M (2" \ {2}, 2) fori =1
Compute pln(Tpi1,y) = (n+ 171530
end

N O R W N =

Z.} and x4,

n+1

=

nonconformity measure M;

Set‘ s ('TrH—lf U) and write ZW—H =z"U {Z7l+1};

n,n+1;
1{ph > pnt1};

.....

1

Return pl_.(2z,.1,y) for each possible y value.

Algorithm 1. Conformal prediction (supervised learning)

a € (0,1), define ty(a)=(n+1)"|(n+1)a, where |a]
denotes the greatest integer less than or equal to a. Then
sup prt {plz: (Zny1) < to(@)}
<a forallnandallae (0,1), (2)
where the supremum is over all distributions P for the ex-
changeable sequence.

Proof. The proof is similar to that of Theorem 1 in Hong
and Martin (2021). Since Zy, Zs, ... are exchangeable, we
know w1, ..., tn, tnt1, as functions of (2", Z,.1), are ex-
changeable, too. Therefore, the rank of u,.; is uniformly
distributed on the set {1,...,n,n + 1}. By its definition,
the plausibility function pl;.(Z,1) is proportional to the
rank of p,.1. Therefore, ply.(Z,:1) follows the discrete
uniform distribution on the set
{1/(n+1),2/(n+1),...,1}. For a given 0 < « < 1, if
(n+a is an integer, then
P pl, . 1(Znt1) (a)} = a. Otherwise, we will have
P pl, 1 (Zni1) (@)} < ty(a) < a. Therefore, (2) al-
ways holds.

It follows immediately from Theorem 1 that the predic-
tion band given by (1) is jointly valid in the sense that

Pn+1{Yn+1 € Ca(Xn+1; Zn)}
>1—a forall(n,P), (3)
where is the joint distribution for
(X1, Y1),..., (X0, Ya), (Xnt1, Yni1). That is, the coverage
probability of prediction using the 100(1 — a)% conformal
prediction band C,(z, Z") is at least 1 — « for all sample
size n and all distribution P. This coverage probability re-
sult is joint, and its associated joint validity of the predic-
tion band is different from a more desirable conditional va-
lidity property, namely,

prit {Yn+1 € Cq (Xn+1; Zn) ‘ Xp1 = m}
>1—«

Conditional validity implies joint validity because

Pn+1{Yn+1 € Ca(Xn+1; Zn)}

=E[P""M{YVn11 € Ca(Xns152") | Xni1}],  (4)
where the expectation is taken with respect to the distrib-
ution of X, ;. Conditional validity says that the probabil-
ity of accurate prediction is at least 1 — « for each predic-
tion. However, joint validity means that the rate of accurate
prediction is at least 1 — qa, i.e., if the insurer performs
an infinite sequence of independent predictions, then at
least (1 — )% of them are accurate. Clearly, conditional
validity should be an ideal property for any fraud-detecting
method. But Vovk (2012) and Lei and Wasserman (2014)

<ty
Sty

pn+1

for all (n, P) and almost all z.
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show that it is impossible to achieve conditional validity
property with a bounded prediction region C,(X,1;2Z™)
in supervised learning; see also Foygel-Barber et al. (2021)
and Guan (2019). Hong (2023) establishes a similar result
for unsupervised learning. Therefore, no practically useful
fraud-detecting method can ever achieve conditional valid-
ity. It suggests that finite-sample joint validity guaranteed
by conformal prediction is the best we can do. Though joint
validity is a nice theoretical property, its practical meaning
needs to be interpreted carefully. Note that the strong law
of large numbers implies (4) can be written as
Pn+1{Yn+1 S Oa(Xn+1; Zn)}
S PYYY, g € Co(Wis Z27) | Wid

= m > ©®
where Wy, W,... is a sequence of independent random

variables that have the same distribution as X,,, . Since no
insurer can conduct infinitely many predictions, this means
that if the insurer performs a sufficiently large number of
independent predictions, then about (1 — a)% of them will
be accurate, because the right-hand side of (5) may or may
not have converged for finitely many predictions. Also, this
interpretation does not contradict the finite-sample valid-
ity of the 100(1 — a)% conformal prediction band. The lat-
ter refers to the fact that the inequality in (3) holds for any
finite sample (X4,Y1),...,(Xn, Ys). Furthermore, for two
different coverage probability levels «; and as, the corre-
sponding conformal prediction regions C,, (X,+1; Z") and
Co,(Xny1; Z™) are different. Therefore, convergence in (5)
depends not only on the training data but also on «. Finally,
finite-sample validity, given by (3), is not to be confused
with finite-sample generalization error bound: the former
does not depend on any loss function, while the latter de-
pends on the choice of a loss function.

It bears noting that conformal prediction has three po-
tential drawbacks: (1) one may not be able to implement
Algorithm 1 for all possible y, jeopardizing finite-sample
validity; (2) the shape of the conformal prediction region
Co,(Xnt1; Z™) could be irregular, rendering it useless in
practice; and (3) the computation required for implement-
ing Algorithm 1 could be prohibitively expensive. In a re-
gression problem, (1) and (3) are major concerns for con-
formal prediction. Fortunately, we do not need to worry
about them for the problem of detecting insurance fraud,
because there are only two possible values of y and the re-
sulting conformal prediction region can only take four pos-
sible shapes; see the next section for details. However, (2) is
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a challenge we must overcome in applying conformal pre-
diction to insurance fraud detection. To circumvent this
difficulty, we will propose a nonconformity measure and
derive close-form formulas for the resulting conformal pre-
diction region.

3. PROPOSED METHOD

In this article, we consider two cases: (1) all features are
continuous and (2) all features are categorical. It is evident
that the aforementioned conformal prediction band
C,(Z™) depends on the choice of the nonconformity mea-
sure M. Therefore, the proposed nonconformity measures
are different for these two cases. The choice of the noncon-
formity measure is not unique. In practice, the actuary may
choose other appropriate nonconformity measures.

3.1. CONTINUOUS FEATURES

Suppose Zi,...,Z, are observed data where Z; = (X,,Y;),
X;€RP, p>2, and Y; € {0,1}. Define a bag of data
B = Z"™ where Z" = {Z,,...,Z,}. For the (n+ 1)-th ob-
servation, Z,,.1 = (Xn41, Ynt1), Xn+1 is known. The goal is
to determine Y,,; based on X, ; and the data in the bag
B. Without loss of generality, we may assume Y; = 0 for
1<i<mand Y; =1 for m+ 1 < i <n for some integer
1<m<n.
The nonconformity measure we choose here is

M(B, 2) HXBu{ (@y)}y —

b

where z = (z,y), || - || is the Euclidean norm on R?, and
X BU{(z,y)},y denotes the vector obtained by averaging all the
X,s whose labels Y; = y in the bag BU {(=,y)}. For exam-
ple,ifp =1, B={(1,0),(8,1),(5,0)}, and z = (3,y) where
y € {0,1}, then

M(B,z) = | X {(za)}a — 2|

|(1+5)/2—3|=0, ify=0;

|8 3| =5, ify =1.
Since all norms are equivalent on a finite-dimensional Eu-
clidean space, our choice of the Euclidean norm is made
without loss of generality.

To derive the 100(1 — &)% conformal prediction band
C.(z; Z™), we need to consider two cases: (I) Y,,;; = 0 and
D Yy =1

Case I: Y,,,; = 0. The i-th nonconformity score is given
by

pi = M(Z"N\{Z:}, Z;)
, ifY; =0;

|[Rizniamuizao - X

HX(ZM\{Z,})U{Z,}J - Xi||, ifY; = 1.
= T — 1/2
((XZ71+110 - X,) (XZrH»l’O — Xz)) , ifY; =0

— T — 1/2
((XZW,1 — X)) Xgung — Xi)) Y =1

Hni1 = HXZ"“,O - X1

_ T — 1/2
= ((Xzgng— Xpt1) (Xzng— Xng1))

where the superscript T used in the last equality denotes
matrix transpose. When Y; = 0, we can rewrite p; > 1
as:

_ T 1/2
i > s ((XZM,O — X)) (Xgung— X,v))

— T — 1/2
> ((Xge0 = Xur1) Rzong = Xan))
— T —
& Xzug—Xi) Xzuig—Xi)
_ T
> (X g9 — Xni1) (XZ”*‘,O — Xnt1)
—_— —T —
& XX - 2XIX 7000+ X g X guog
— —T —

> X1 X1 — 2X0 X geng + X guin g X goong
& XL Xn — XPXi - 2XE X gnng

+2X X gn1y <0

& (Xne — X)) (Xn + X5)
~2(Xps1 — Xi) X zng <0
& (X1 — X)) (Xui1 + X3)
S X+ X,
—2(Xpi1 — Xzf% <0
T o iy X + Xt
& (Xon - X) (mexl S e ) <0
rfm-—1 iy X
& (Xpo — Xi) (—mHXMwXI—Q S )go
X
& (X - X)" {XM - (2@ - L“Xi)} <.
m—1 m—1
When Y; = 1, we can rewrite p; > pi,11 as:
Hi 2 fini1 < Hyzml 1 > Hyzm,o = Xnt1 ‘
Zk 2 k=mi1 Xk Y Xe+ Xo
< = - my1 ot
_ X 2 ¢ 2
Q‘w,xi Z‘M,L -
n—m m+1 m+1
‘ Do Xk o m 2_‘ EZ:m+1Xk 2<O
m+1 m+1 i n—m -
- H moe ZTZIXkH*‘ D Xk
m+1 i m+1 n—m !
H m e XX H _‘ Yeemn Xk 1Y
m+1 "t m+1 n—m =
Therefore, the plausibility value pl;. (Y1 =0, X,41) is

given by
plz (le =0,Xn1)

n+l

ntl i > Hni1)

1 W T Y Xy m+1
= I¢(Xnt1 —X; Xn 2 -
n+1 ;{ {( + ) |: o ( m—1 m—

X)] 5"} (6)

Y (. 5.1 By SN
m+1 " Tmrt
m X 722":1)@ Zk m+1
m+1 i m+1 n—m

Case II: Y,,,; = 1. As in the case where Y,,,; = 0, we can
derive that
wi = M(Z""N\{Z}, Z;)
Hyzn-l,o - Xi||, fY; = 0;

HXZMJ — X, ify; = 1.

o T 12
((XZn+l,0 — Xl) (XZ"“,O — Xl)) ) 1fYZ = 0;

. T 1/2
(Xgons — Xi) (Xgong — X)), Y =1.

Hni1 = H)_(zw/{zl}g = Xni1

_ T — 1/2
= ((Xzn11 = Xnt1) (Xznng — Xni1))

When Y; = 0, we can rewrite p; > pi,11 as

Variance 4
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i ZMn+1®HXzH.0* i 2||YZH,1*Xn+1‘
@HZZL‘X’C—X- >‘ Shemin Xe+ Xopn
m = n—m+1 il
@.HZZ%X’C, _2>|Elf:m+1Xk7 n—m_ P
N =l n—m+1 n—m+1 i
H 7227m+1XkH27H2211Xk7X 2<0
n7m+1 Kot n—m+1 m =
K. ¢ m.X
- H -m X'H1_2k7m1 k +H2k71 k—X,‘
n—m+1 n m
Dhemer Xk e X
KXn1 — - -Xi|| | 0.
nferl n—m+1 m

When Y; = 1, we can rewrite p; > p,.1 as
1/2

i > s & (X gony — X0) (X gony — X))
> (Xgrrg = Xust) (Xgooy — Xouin)
& (Xgong — X2) (X goig — X5)
> (YZ““,I - Xn+l)T(}Zm',1 = Xnt1)
© Xy Xnn = 2X 0 X 70
~XIX; +2X X g1y <0

1/2

& (Xni — X)) (X1 + Xi)
—2(Xpi1 — Xi) X zn1y <0
& (Xnp1 — Xl)T(Xn+1 +Xi—2Xu11) <0
Y emi1 Xk + Xnp1
& (X1 — X0) (K1 + Xi — 2%) <0
n—m-—1 Shemi1 Xk
<:>(Xn\1_Xi)T(n7m+1Xn\1+Xz_2n%Tnl+l) <0
S Xk nm—m+1
& (Xni1 — Xi)" | Xopr — [ 2252000 - Xi|| <0.
n-—m-—1 n—m-—1

It follows that the plausibility value pl ;. (Y11 = 1, Xy 41) is

given by
plze(Yar1 =1, Xni1)
e
= mzj(}l > fini1)
e S BB )
nom

= HXkH

n—m+1

AmrIan

(

A][{(X"“ —X1) [X”“ - (2M -

Zk IXk X’H) 50}
)| <o)

Thus, the 100(1 — «)% conformal prediction band given by

CulXnir, 27)

—m—1

1) > a and plzu(Yoi =1, Xp0) <o

{0}, if plyn(Yoey = 0, X

{1}, i plye (Yar = 0, Xpi1) < @ and plyu(Yois = 1, Xpi1) > (8)
{0,1}, ifboth plza(Yoi1 = 0,Xn41) > @ and plza(Yon = 1, Xai1) > &

0, if plya(Yai1 = 0,X01) < a and plzu(Yop =1, Xn1) <

where plZ"(Yn+1 = Oan+1) and plZ"(Yn+1 = 17Xn+1) are
calculated using (6) and (7).

A few remarks are in order. The first two cases in (8)
where Cy(Xni1,2") = {0} and Cy(X,11,2™) = {1} de-
note the classification results of a valid claim and a fraud-
ulent claim, respectively. When C(X,11,Z™) = {0, 1}, the
conformal prediction classifier says the claim at hand is ei-
ther a valid claim or a fraudulent claim, which is always
true and not helpful for practitioners. Such a result will be
deemed “noninformative.” If C (X1, 2") turns out to be
the empty set, then the conformal prediction classifier can-
not generate any 100(1 — a)% conformal prediction band
based on given data. This means the coverage probability
level (1—-a)% is too high for a given information
Zi,...,2Z,. In practice, a claim that results in
Co(Xni1,2™) = {1} will automatically be flagged for fur-
ther investigation according to the insurance fraud detect-
ing process described in Section 1. In addition, any claim
leading to Co(Xni1,2") ={0,1} and Cn(X;11,2") =0
should be further examined by other classification methods
or investigated by the fraud-detecting staff of the insurer.

3.2. CATEGORICAL FEATURES

To consider the case where features are categorical, we
let Zy,...,Z, be observed data for fraud detection, where
Z; = (Xi, YVZ), X; = (Xila Ceey Xip) and Xij € {le, ey C]'m]}
is categorical, and Y; € {0, 1}. Define a bag of data B = Z™,
where Z" = {Z,...,Z,}. For the (n + 1)-th observation,
Zni1 = (Xnt1, Yni1), where X, ;1 is known. As in the case
of continuous features, our task here is to predict the value
of Y,,1 given X,; based on the bag B={Zi,...,Z,}.
To this end, we will first transfer all categorical features
to numerical values using frequency encoding. That is, for
each categorical value a feature takes, we replace it with
the frequency of the occurrence of that category in that
data. That is, for j=1,...,pand k =1,...,m; we replace
the value ¢y, in the original data with the new value

ST ST e Once we finish this frequency encoding,

we apply our conformal prediction classifier to the encoded
data. Though frequency encoding converts the features to
numbers, it does not change the categorical nature of these
features, and the resulting features still take only finitely
many values in [0, 1]. Therefore, fraud detection is expected
to be more challenging here than in the above case of con-
tinuous features; see Section 4.2 for a concrete example.

4. EXAMPLES

4.1. CONTINUOUS FEATURES

Example 1. The data used in this example are the same as
the data D, in Gomes, Jin, and Yang (2021). They consist
of credit card transactions made by European cardholders
in September 2013. The dataset is available at
https://www.kaggle.com/datasets/mlg-ulb/creditcardfraud.
It was collected during a research collaboration of World-
line and the Machine Learning Group (http://mlg.ulb.ac.be)
of ULB (Université Libre de Bruxelles) on big data mining
and fraud detection. In total, there are 284,807 transac-
tions; 492 of them are fraudulent. The raw data have been
anonymized for confidentiality. The resulting dataset con-
tains 30 continuous features and one categorical label (i.e.,
the fraud indicator). The label is tagged as “class”; it takes
the value 1 if the claim is fraudulent and 0 otherwise. Of the
30 features, 28 (labeled as V1 to V28) are the principal
analysis components obtained from the raw data, and the
remaining two, labeled “time” and “amount” respectively,
are the claim time and the claim amount. The features
“time” and “amount” and the label “class” have not been
transformed and are the same as in the raw data. This
dataset is highly imbalanced: the positive class (frauds) ac-
counts for 0.172% of all transactions.

We take the validation set approach with a 75% — 25%
split of the original dataset into the training dataset and
the test dataset. The training dataset consists of 213, 228 le-
gitimate claims and 377 fraudulent claims. The test dataset
has 71,087 valid claims and 115 fraudulent claims. Here
we take the first six principal components to be our fea-
tures. For a = 0.2,0.15,0.10, and 0.05, we train our confor-
mal prediction classifier on the training dataset and then
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Table 1. Classification outcome and test error rate of the 100(1 — a)% conformal prediction band based on the
first six principal components of the credit card fraud data, where TP, FN, FP, and TN indicate true positive, false

negative, false positive, and true negative, respectively.

«a noninformative fraud empty valid TP FN FP TN test error rate
0.20 0 14 14,211 56,977 95 20 14,130 56,957 19.87%
0.15 0 21 10,622 60,559 91 24 10,552 60,535 14.85%
0.10 0 28 7,076 64,098 81 34 7,023 64,064 9.91%
0.05 0 68 3,447 67,687 66 49 3,449 67,638 4.91%

test it on the test dataset. Table 1 reports the results, where
the test error rate is calculated as

FN+FP

test data sample size -

Here “noninformative” corresponds to the case where the
prediction band C,, (X,11;Z") is {0,1}. That is, the con-
formal prediction classifier can only tell the user that a
claim must be either valid or fraudulent, which is not in-
formative. Alternatively, “empty” is the case where
Ca, (Xpnt1; Z2™) = 0. This means that the conformal predic-
tion classifier is unable to tell whether a claim is either
valid or fraudulent. Neither case is useful.

For each chosen value of «, the false positive counts
are more than the false negative counts, but the test error
rate is below the coverage probability level a. As we men-
tioned in Section 2, we must exercise caution in interpret-
ing the numeral results produced by conformal prediction.
Although the 100(1 — )% prediction band Cy, (Xp+1;Z")
is provably valid, the test error rate in any real-world exam-
ple may or may not be less than a because we can only test
our conformal prediction classifier a finite number of times
in a real-world example, and there is no way to guarantee
that convergence in (5) has been achieved in such a case.
In this example, we are confident that the convergence has
been achieved. In addition, any statistics-based or data sci-
ence-based fraud-detecting tool only serves as an initial
screening tool in practice. For this reason, a test error rate
of 20% is already considered to be very good. Moreover, for
a values of 20%, 15%, 10%, and 5%, our conformal predic-
tion classifier is able to label a claim in the test dataset as
fraudulent or valid 83%, 86%, 90%, and 93% of the time,
respectively. Given these observations, the performance of
our method is excellent.

It is customary to compare a new method to some ex-
isting methods. However, we are not aware of any existing
methods in the insurance literature that can provide finite-
sample validity. Therefore, we compare the performance of
our method with the two latest methods along these lines.
The two methods, proposed by Gomes, Jin, and Yang (2021),
are (a) variational autoencoder (VAE) and (b) autoencoder
(AE). We will take (a) as the baseline model. Table 2 sum-
marizes the results. Note that AE and VAE both have a para-
meter called the reconstruction error threshold (RE-T), but
neither provides information about possible noninforma-
tive or empty cases. Also, the preassigned coverage prob-
ability level o does not apply to AE or VAE. However, TP,
FN, FP, TN, and test error rate apply to all fraud-detecting
methods. The second column of Table 2 refers to the a level

test error rate =

for the conformal prediction region or the tuning parame-
ter RE-T of VAE and AE. RE-T is a tuning parameter, but «
is not. Therefore, one must exercise caution in interpreting
Table 2. In particular, an RE-T value of 40 for VAE or AE is
not comparable to an « value of 5% for conformal predic-
tion.

Table 2 shows that both VAE and VE perform better as
RE-T increases. Specifically, TP and TN increase as RE-T in-
creases, while FN, FP, and test error rate decrease as RE-T
decreases. Regarding TP, FN, FP, and TN, conformal predic-
tion seems to be relatively conservative compared to VAE
and AE. This does not mean VAE or AE is better than con-
formal prediction. First, neither VAE nor AE guarantees fi-
nite-sample validity, while conformal prediction achieves
validity at every chosen « level, which is the key strength of
the proposed method. Second, there is no established rela-
tionship between RE-T and test error rate. In particular, the
choice of RE-T is subjective, and the actuary cannot know
the exact RE-T value for achieving a test error rate below
a given « level. Third, the fraud data is highly imbalanced:
its entries are dominantly nonfraudulent. Hence, when the
actuary raises the RE-T level of VAE or AE, TN will increase
and FP will decrease. This will generally reduce the test er-
ror rate. Therefore, it is difficult to distinguish this general
effect from the performance of VAE and AE in any empiri-
cal study. In sum, VAE or AE might perform better than the
proposed method in some cases, but this possibility does
not provide any useful information for our purpose: to de-
sign an automated fraud-detecting method that is used for
initial screening. In particular, given an « value, an actuary
cannot know beforehand what value of RE-T is needed for
an automated fraud-detecting method based on VAE or AE
to perform better than conformal prediction. Even so, the
proposed method tends to be conservative, but it has been
proven to guarantee finite-sample validity.

Example 2. The insurance fraud dataset used in this ex-
ample consists of insurance claims provided by a major in-
surer in Spain from 2015-2016. Like the credit card fraud
data in the previous example, the dataset has been
anonymized due to its confidential nature. The dataset is
available at https://data.mendeley.com/datasets,
g3vxppc8k4/2. It contains a total of 163,182 claims, of
which 13,037 are fraudulent. There are 325 continuous fea-
tures labeled from 0 to 324, one categorical feature, and
one categorical label. The categorical feature represents the
claim ID, and the categorical label, which only takes val-
ues in the set {0,1}, is the fraud indicator. It is unclear
from the data what the continuous features stand for. How-
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Table 2. Comparison of variational autoencoder, autoencoder, and the 100(1 — a)% conformal prediction band
based on the first six principal components of the credit card fraud data, where TP, FN, FP, and TN indicate true
positive, false negative, false positive, and true negative, respectively.

Method RE-T/« TP FN FP TN test error rate
VAE 15 137 58,792 12,272 82.57%
20 134 4 42,156 28,908 59.21%
30 130 8 14,972 56,092 21.04%
40 123 15 4,758 66,306 6.70%
Conformal 0.20 95 20 14,130 56,957 19.87%
0.15 91 24 10,552 60,535 14.85%
0.10 81 34 7,023 64,064 9.99%
0.05 66 49 3,449 67,638 4.93%
AE 15 137 7 24,414 46,650 34.30%
20 124 14 7,924 63,140 11.00%
30 120 18 1,965 69,099 2.79%
40 106 32 901 70,163 1.31%

Table 3. Classification outcome and test error rate of the 100(1 — a)% conformal prediction band based on the
first six principal components of the Mendeley insurance fraud data, where TP, FN, FP, and TN indicate true
positive, false negative, false positive, and true negative, respectively.

a noninformative fraud empty valid TP FN FP TN tes:aetreror
0.20 0 1 8,338 32,457 3,279 12 4811 32,694 11.82%
0.15 0 1 6,275 34,520 3,257 34 2,829 34,676 7.02%
0.10 709 3,999 36,088 3,105 186 1,468 36,037 4.05%
0.05 576 2,756 1,303 36,161 3,157 134 1,383 36,122 3.711%

ever, this does not affect the applicability of our method. To
make the data manageable to analyze, we apply the princi-
pal component analysis transformation across all features
except the categorical feature. Then we select the first six
principal components as the features for our conformal pre-
diction classifier. As in the previous example, we take the
validation set approach and split the data into a training
dataset (75% or 122,387 claims) and a test dataset (25% or
40,795 claims). In the training dataset, there are 112,640
valid claims and 9, 746 fraudulent claims. The test dataset
has 37,505 valid claims and 3,291 fraudulent claims. For
a =0.2,0.15,0.10, and 0.05, we train our conformal predic-
tion classifier on the training set and then test it on the test
dataset. Table 3 summarizes the key quantities from the re-
sults. As in the previous examples, the test error rate is be-
low the coverage probability level a across four different
values of a. This again demonstrates the excellent perfor-
mance of our conformal prediction classifier.

Finally, we point out that no fraud-detecting method, in-
cluding our conformal prediction classifier, will work well
if the given data are not informative enough in the sense
that the correlation coefficient between each feature and
the label is very low. This is not a drawback of our method.
When all features are barely correlated with the label, the
information supplied by the features has little bearing on
the label. In this case, no method is expected to provide a

reasonable solution. For example, the highest correlation
coefficient between the six principal components and the
label in Example 1 is 0.1929. Though the correlation co-
efficient is a bit low, the huge sample size compensates
for it, and the result is satisfying. For the Mendeley data,
the highest correlation coefficient between the six principal
components and the label is 0.7721. To further illustrate
this point, we consider leaving out all features except six
features with the lowest absolute correlation coefficients
(i.e., coefficients —2.45 x 107°, 2.48 x 107, 6.33 x 1072,
—8.32 x 107°, 1.07 x 1074, and 1.24 x 10™*) and keeping
the label. Now we apply our method to this modified
dataset. Table 4 shows that the results are completely un-
satisfactory.

In practice, an actuary should first check whether at least
one feature is correlated with the label to a reasonable ex-
tent. In the case of continuous features, this can be done
by calculating the correlation coefficient between each fea-
ture and the label. If the answer is affirmative, then the ac-
tuary can proceed further to select the right tool for fraud
detection. Otherwise, the task of fraud detection may be
too challenging to be completed without more data. Also, a
large sample size can compensate for a relatively weak cor-
relation.
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Table 4. Classification outcome and test error rate of the 100(1 — a)% conformal prediction band based on six
features having the lowest correlation with the label in the Mendeley insurance fraud data, where TP, FN, FP, and
TN indicate true positive, false negative, false positive, and true negative, respectively.

«a noninformative fraud empty valid TP FN FP TN test error rate
0.20 32,714 16 8,047 19 3,288 3 37,489 16 91.90%
0.15 34,784 13 5,982 17 3,289 2 37,490 15 91.90%
0.10 36,826 9 3,947 14 3,288 3 37,494 11 91.91%
0.05 38,793 1,999 3 3,291 0 37,502 3 91.93%

4.2. CATEGORICAL FEATURES

Intuitively, the requirement that at least one feature is as-
sociated with the label to a reasonable extent should also
apply when the features are categorical. In this case, the
correlation coefficient is no longer appropriate for measur-
ing the association between categorical variables. Instead,
we should use Cramér’s V.

Let X and Y be two categorical variables such that X
takes categorical values z1,...,zs and Y takes categorical
values yi, . .., y:. For a sample of (X,Y’) with size n, we put

n;. = the number of times x; is observed in the data,
n.; = the number of times y; is observed in the data,
n;; = the number of times (z;, y;) is observed in the data.

Then the corresponding chi-squared statistic is given by
s t

(’I’Lij - ni.n.j/nij)z
> :

ni.n.j/nij

X =

i=1 j=1

Cramér’s V between X and Y, denoted as V(X,Y) is de-
fined as

V(X,Y) = \/ __xn
min{s — 1,¢t — 1}
Like the correlation coefficient, V(X,Y) takes values in
[0,1] where a higher value of V(X,Y) means a higher de-
gree of association between X and Y and vice versa. In par-
ticular, 0 and 1 denote total lack of association and perfect
association, respectively.

Example 3. Here we consider a public dataset that con-
tains auto insurance claims over a year in a given territory.
The data are available from the link https:/www.kag-
gle.com/code/buntyshah/insurance-fraud-claims-detec-
tion. There are 32 categorical features and one categorical
label that denotes whether a claim is legitimate or fraudu-
lent. The data contain a total of 15, 420 claims. Like the pre-
vious two datasets, this auto insurance claim dataset dis-
plays a typical imbalance: 14, 497 legitimate claims and 923
fraudulent claims.

To apply our conformal prediction classifier, we first en-
code all the categorical features using the frequency of
observations within each category. Take the feature Wit-
nessPresent for an example. This feature has 15, 333 occur-
rences with no witness and 87 occurrences with a witness
present. Then the two categorical values “no witness” and
“witness present” will be encoded as two numerical val-
ues 15,333/15,420 and 87/15, 420, respectively. For the en-
coded data, we check Cramér’s V between each feature and
the label. It turns out that each feature is very weakly asso-

ciated with the label: the largest value of Cramér’s V is only
0.1684. This shows that features are weakly associated with
the label. Moreover, the additional challenge for the cate-
gorical feature mentioned at the end of Section 3.2 makes
things even worse. Thus, our method is not expected to
perform well on such a dataset. To see this, we still follow
the validation set approach to make a 75% — 25% split of
the encoded data into a training dataset and a test dataset.
The training dataset consists of 10,874 valid claims and
691 fraudulent claims, while the test dataset contains 3, 623
valid claims and 232 fraudulent claims. Next, we train our
conformal prediction classifier on the training dataset be-
fore testing it on the test dataset, using six features having
the highest association with the label. Table 5 displays the
results.

The performance of our conformal prediction classifier is
unsatisfying. This public dataset is not informative enough,
in the sense that the association between each feature and
the label is too weak. In particular, Table 5 shows that our
conformal prediction classifier discovers many noninforma-
tive cases. This is not a flaw of our method. Quite the oppo-
site—it shows that our conformal prediction classifier can
tell the actuary that the data are noninformative when they
are.

Next, we use the R package “GenOrd” to simulate a new
categorical variable X such that Cramér’s V between X
and the label Y equals 0.75. Then, we form a simulated
dataset using this simulated feature, the label from the
original data, and the five features with the highest value
of Cramér’s V’s with the label in the original data. Finally,
we apply our conformal prediction classifier on the simu-
lated data for « = 0.05,0.10,0.15, and 0.20. The results are
summarized in Table 6. Since the association of X and Y is
high, the results are satisfactory, and the test error rate is
lower than each chosen « level.

To further investigate the degree of association of the
features with the label on prediction accuracy, we repeat
the aforementioned simulation for V(X,Y)=0.45 and
V(X,Y) = 0.15. Tables 7 and 8 demonstrate the results.
For the case where the association between X and Y is
medium, i.e., V(X,Y) = 0.45, the results are mixed. When
the targeted « level is not too demanding, i.e., « = 0.20 and
0.15, the test error rate is lower than «, but for a = 0.10
and 0.05, the test error rate is unacceptably higher than
a. When the association between X and Y is low, i.e.,
V(X,Y) = 0.15, the results are unacceptable for each given
a level. Recall that the highest value of Cramér’s V between
a feature and Y in the original data is 0.1684. If
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Table 5. Classification outcome and test error rate of the 100(1 — a)% conformal prediction band based on six
features having the highest association with the label in the auto insurance fraud data, where TP, FN, FP, and TN
indicate true positive, false negative, false positive, and true negative, respectively.

«a noninformative fraud empty valid TP FN FP TN test error rate
0.20 2,498 0 714 643 231 1 2,981 642 77.35%
0.15 2,534 0 503 818 231 1 2,806 817 72.82%
0.10 3.308 0 360 187 232 0 3,436 187 89.13%
0.05 3,673 105 77 0 232 0 3.623 0 93.40%

Table 6. Classification outcome and test error rate of the 100(1 — a)% conformal prediction band based on the

simulated feature and five features having the highest association with the label in the auto insurance fraud data
when the Cramér’s V between the simulated feature and the label is 0.75, where TP, FN, FP, and TN indicate true
positive, false negative, false positive, and true negative, respectively.

a noninformative fraud empty valid TP FN FP TN test error rate
0.20 200 619 3,036 187 45 632 2,991 17.56%
0.15 0 200 450 3,205 187 45 463 3,160 13.18%
0.10 0 200 265 3,390 183 49 282 3,341 8.59%
0.05 0 222 97 3,536 183 49 136 3,487 4.80%

Table 7. Classification outcome and test error rate of the 100(1 — a)% conformal prediction band based on the

simulated feature and five features having the highest association with the label in the auto insurance fraud data
when the Cramér’s V between the simulated feature and the label is 0.45, where TP, FN, FP, and TN indicate true
positive, false negative, false positive, and true negative, respectively.

«a noninformative fraud empty valid TP FN FP TN test error rate
0.20 0 0 628 3,227 122 110 506 3,117 15.98%
0.15 0 0 345 2,245 117 115 314 3,309 11.23%
0.10 1,265 0 345 2,245 211 21 1,399 2,224 36.84%
0.05 2,453 173 104 1,035 225 7 2,595 1,028 67.50%

Table 8. Classification outcome and test error rate of the 100(1 — «)% conformal prediction band based on the
simulated feature and five features having the highest association with the label in the auto insurance fraud data
when the Cramér’s V between the simulated feature and the label is 0.15, where TP, FN, FP, and TN indicate true
positive, false negative, false positive, and true negative, respectively.

a noninformative fraud empty valid TP FN FP TN test error rate
0.20 2,515 0 708 632 226 2,997 626 77.90%
0.15 2,515 0 540 800 224 2,831 792 73.64%
0.10 2,516 0 354 985 217 15 2,653 970 69.21%
0.05 3,648 199 18 0 232 0 3,623 0 93.98%

V(X,Y) = 0.15, then the highest Cramér’s V between Y
and any of the six features in this simulated data will still
be 0.1684. Therefore, the unsatisfying performance of the
conformal prediction classifier here is no surprise.

5. CONCLUDING REMARKS

We have proposed a new fraud-detecting method based on
a general machine learning strategy called conformal pre-

diction. Our method has three desirable properties: (1) it
guarantees finite-sample validity, (2) it is model-free, and
(3) it has a solid theoretical backup. For practical purposes,
when actuaries apply our method to predict possible fraud-
ulent claims, the test error rate is expected to be below the
preassigned level when at least one feature is reasonably
associated with the label and the sample size is sufficiently
large. We have demonstrated that our method applies to
both continuous and categorical features. In practice, the
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actuary may also encounter the case where the data contain
both numerical and categorical features. This “mixed” case
can be handled as in Section 3. That is, the actuary can
first encode all the categorical features into numerical val-
ues and then apply our method as described in Section 3.1.

The proposed method may not be applicable when the
sample size n is too small with respect to a given coverage
probability level a. Specifically, if |(n + 1)a] is less than
1, then the prediction region C,(X,,11; Zn+1) will be {0, 1}.
In this case, the result is noninformative. In addition, the
proposed method only guarantees finite-sample validity,
though empirical evidence shows that it yields low FP and
TN rates. Like many other machine learning methods, the
proposed method does not guarantee provably low FP and
TN rates.
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